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Protected File
Categoria MISC (CRIPTO + FORENSE)
MEDIA

300

DESCRIPCION DEL RETO

Un cliente nos ha enviado un archivo protegido con contrasefia, pero no nos han
proporcionado la clave para ver el contenido de este. ¢Serds capaz de recuperar el
contenido que se encuentra dentro del archivo?

WRITEUP

1. Inicialmente, al leer la descripcion del reto se nos proporciona un fichero
adjunto. Este fichero se trata de un zip con contrasefia.

2. Paraello, vamos a intentar conseguir la contrasefia a través de ataques de fuerza
bruta, usando “zip2john” para sacar el hash del zip y “john” para crackearlo.

3. Sacamos el hash del zip usando zip2john.

zip2john Protected_File.zip > hash.txt

Protected_File.zip > hash.txt
ver 2.0 efh 5455 efh 7875 Protected_File.zip/file_transfer_protoco

l.pcapng PKZIP Encr: TS_chk, cmplen=43574, decmplen=115656, crc=17
25AD31 ts=5A2B cs=5a2b type=8

4. Usamos la herramienta “John the Ripper” y el diccionario “rockyou.txt” para
crackear la contraseia de este zip.

john hash.txt —wordlist=/usr/share/wordlists/rockyou.txt
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hash.txt ' I' ts/1 tx1

Using default input encoding: UTF-8

Loaded 1 password hash (PKZIP [32/64])

Will run 8 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

i11secret!!! (Protected_File.zip/file_transfer_protocol.p

)
1g 0:00:00:00 DONE (2024-04-24 17:35) 1.923¢g/s 27583Kp/s 27583Kc/s
27583KC/s "2parrow" .. *7;Vamos!

Use the "--show" option to display all of the cracked passwords re

liably

Session completed.

17

5. Ahora que tenemos la contraseia “!llsecret!!!” vamos a descomprimir el
archivo. NOTA: Es necesario escapar los caracteres especiales como en este caso
son todas las exclamaciones.

unzip -P \I\\Isecret\!\!\! Protected_File.zip

— P \!\!\!secret\!\!\! Protected_File.zip
Archive: Protected_File.zip
inflating: file_transfer_protocol.pcapng

6. Unavez hemos descomprimido el zip, vamos a ver qué es lo que contiene dentro.
7. En este caso vemos un archivo pcap, el cual se trata de una captura de trafico.
8. Abrimos el pcap usando “Wireshark”.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAO s BBM@ a¢»n «>EE oo @

No. Time Source Destination Protocol Length Info

284 94.829691052 ::1 2%L: FTP 108 Request: EPRT |2]::1]50269|
285 94.829808751 ::1 =y FTP 139 Response: 200 EPRT command successful. Consider using EPSV.
286 94.829875502 ::1 b § FTP 94 Request: NLST
287 94.830085179 ::l1 HES 8 TCP 96 20 - 50269 [SYN] Seq=0 WHBM'IB Len=@ MSS=65476 SAC&J‘EHI TSval=310154
288 94.830119519 ::1 - TCP 96 50269 . 20 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MSS=65476 SACK_PERM 1
289 94.830129568 ::1 O ¢ TCcep 88 20 . 50269 [ACK] Seqg=1 Ack=1 w1n 65536 Len=0 TSval= 3161549314 TSecr=31¢
290 94.830174257 ::1 s FTP 127 Response: 150 Here comes the directory listing.
291 94.830195104 ::1 B ¢ FTP-DA 100 FTP Data: 12 bytes (EPRT) (NLST)
292 94.830197131 ::1 i1 TCP 88 50269 - 20 [ACK] Seg=1 Ack=13 Win=65536 Len=0 TSval=3101549314 TSecr=31
293 94.830205405 ::1 1 TCcP 88 20 . 50269 [FIN, ACK] Seq=13 Ack=1 Win=65536 Len=0 TSval=3101549314 TS¢
294 94.830344034 ::1 &5 § Tcp 88 50269 . 20 [FIN, ACK] Seq=1 Ack=14 Win=65536 Len=0 TSval=3101549314 TS¢
295 94.830357788 ::1 131 TCP 88 20 ~ 50269 [ACK] Seq=14 Ack=2 Win=65536 Len=0 TSval=3101549314 TSecr=31
296 94.830388753 ::1 X FTP 112 Response: 226 Directory send OK.
297 94.830400456 ::1 s § TCP 88 54590 - 21 [ACK] Seq=304 Ack=1200 Win=65536 Len=0 TSval=3101549314 TSec
298 95.437275080 ::1 1 FTP 96 Request: TYPE I
299 95.437348765 ::1 5 ¢ FTP 119 Response: 200 Switching to Binary mode.
300 95.437422794 ::1 (£ ¢ FTP 105 Request: SIZE secret.png
301 95.437447420 ::1 Bt ¢ FTP 99 Response: 213 44276

Tt 302 95.437572989 ::1 s § FTP 108 Request: EPRT |2|::1|52489|

| 303 95.437642964 ::1 i | FTP 139 Response: 200 EPRT command successful. Consider using EPSV.

+ 304 95.437736274 ::1 b p | FTP 105 Request: RETR secret.png
305 95.437987335 ::1 i1 96 20 - 52489 [SYN] Seq=0 Win=65476 Len=0 MSS=65476 SACK_PERM 78\!!\&110154
306 95.437995774 ::1 HES 8 96 52489 — 20 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=65476
307 95.438003493 ::1 B ¥ 88 20 - 52489 [ACK] Seq=1 Ack=1 Win=65536 Len=0 TSval=3101549922 TSecr= 31(
308 95.438061298 ::1 E § 159 Response: 150 Opening BINARY mode data connection for secret.png (4427¢
309 95.438112196 ::1 B Y FTP-DA.. 32855 FTP Data: 32767 bytes (EPRT) (RETR secret.png)

» Frame 309: 32855 bytes on wire (262840 bits), 32855 bytes captured (262840 bits) on interface any, id © 00 00 03 04 00 06
» Linux cooked capture vi 60 6b 8a e6 80 1f
» Internet Protocol Version 6, Src: ::1, Dst: ::1 00 00 00 00 00 00
» Transmission Control Protocol, Src Port: 20, Dst Port: 52489, Seq: 1, Ack: 1, Len: 32767 00 00 00 00 00 00
FTP Data (32767 bytes data) e2 1c 66 62 80 10
b8 dd e5 62 b8 dd

[Setup method: EPRT] gg gg gg gg gg gB
Command: RETR secret.png ’ o

[ E png] 54 78 5e ec dd 09
bd 92 88 c8 be 2f

[Current working directory: ] 69 fd a5 7d 4f c9
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9. Alabrirlacaptura de trafico, se ve bastante trafico FTP, por lo tanto, es necesario
hacerle un andlisis para identificar que es lo que estd pasando en esta
comunicacion. NOTA: Para analizarlo, podemos seguir el flujo TCP.

ctf

UNIVERSIDAD DE GRANADA

file_transfer_protocol.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BB@ aec»>»n«>PEoocol

Source

Protocol  Length Info
TCP

PSR | B

SYN, Seq=0 Ack=1 Len=0.  SACK_PERM

- 21 [ACK] Seq=1 Ack=1 Win=65536 Len=0 TSval=3101454484 TSecr=3101454484
108 Response: 220 (VSFTPd 3.0.3
88 40004 . 21 [ACK] Seq=1 Ack=21 Win=65536 Len=0 TSval=3101454485 TSecr=3101454485
98 Request: USER ctf 2
85 21 - 40004 [ACK] Seq=21 AcH
122 Response: 331 Please speci
88 40004 — 21 [ACK] Seq=11 Ac
113 Request: PASS Badpasswordjd
88 21 . 40004 [ACK] Seq=55 Ac
219 M-SEARCH * HTTP/1.1
.255.255.250 219 M-SEARCH * HTTP/1.1
.255.255.250 219 M-SEARCH * HTTP/1.1
s 33 110 Response: 530 Login incorrd

: 88 40004 . 21 [ACK] Seq=36 Ac

219 M-SEARCH * HTTP/1.1
94 Request: QUIT
88 21 . 40004 [ACK] Seq=77 Ac!
102 Response: 221 Goodbye.

6 0.001407355

7 ©.601414915

8 0.001493646

9 0.041999057

10 4.300352919

11 4.345959544
12 4.649366982  10.0.35.104
13 5.651212639  16.6.35.104
14 6.655240411  10.0.35.104
15 7.130442493  :

16 7.130453453
17 7.662242376
18 21.497738807
19 21.497752253
20 21.497819663
21 21.497827578

Fecr=3101454485
Ctri+D

Ctri+T

Ignore/Unignore Packet
Set/Unset Time Reference fearss1e1ss4a00

Time Shift [QUBN S s cr=3101458784

+255.255.250 Packet Comments
Edit Resolved Name
5 Apply as Filter
»1.255.255150 Prepare as Filter
Conversation Filter lecr=3101475981
Colorize Conversation
SCTP

Follow 4

becr=3101475981

23 21.497850777

£ 5 TCP Stream Ctri+Alt+Shift+T
24 21.497856166

B Copy
26 23.107532511

27 23.107538994
28 23.108636553

Protocol Preferences

108 Response: 220 (vsFTPd 3.0. JEEVCILIY.ENN

bits) on interface ar Show Packet in New Window

10. En el primer paquete, se ve como el usuario “ctf” se ha intentado autenticar con
una contrasefia invalida.

11. Para seguir viendo las comunicaciones podemos ir aumentando el valor de
“stream”.
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Wireshark - Follow TCP Stream (tcp.stream eq 1) - file_transfer_protocol.pcapng

3 pkts, 4 pkts, 6 turns.

Entire conversation (146 bytes) ~

Show dataas ASCII Stream 1

Find: Find Next

Filter Out This Stream Print Save as... Back Close Help

12. En el flujo 16 podemos observar como el usuario ha listado un directorio en el
gue se encuentra un PNG con el nombre de secret.png.

Wireshark - Follow TCP Stream (tcp.stream eq 16) - file_transfer_protocol.pcapng

-TW-r--r-- 1 1001 1001 44276 Mar 22 10:08 secret.png

1 pkt, 0 pkts, O turns.

Entire conversation (68 bytes) ~ Stream (16 °

Show dataas ASCII
Find: Find Next

Filter Out This Stream Print Save as... Close Help
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13. Si seguimos aumentando el “stream” hasta el numero 18, se puede observar la

estructura de un PNG, el cual tiene todo el sentido que sea el PNG que se ha
listado anteriormente, secret.png.

Wireshark : Follow TCP Stream -:lrp.:l.'rn_-.am eq 18] - file_lran:l.h_-r_prn'rq:-c nl.p:npng

...0....08....0....8....08....8
3_5-*.1.'-, clpkrs, 0 turns.

Entire conversation (44 kB) ~ Show dataas ASCII - Stream (18 -
Find: Find Next

Filter Qut This Stream Print Save as... Back Close Help

14. Pasamos el contenido de este paquete a raw, para ver si los magic bytes
coinciden con los de un PNG.
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Financiado por

Wireshark - Follow TCP Stream :rrp.“rram eq 18] - file_tran 1.+rr_pr|:|1-:!-:n|..F: apng

89504e470d0alafatteneoed4948445200000b350000019a08060000008cTa8chboar2e084
9444154785eecdd09bc4cf5Ffe7f18725Th92bd9288c8be2T214bb690224bTEec521469Tdas
7d4fc912a192247bB811b2652d7bé4cdbe849035d9d2bfcfd77fce9d997b67e69c9973ef5CT
ard7bf428f7TecfT63c67e69c31efelfe79beddT7To9bd0104000010410400001041040000104
104000016410400001041040000104104000010410400001041040000104164000010410400
08128092421d41c2579368b0002082080000206820800002082068000020820800002082080001
04000010410400001041640000160410400001041040000104a22a40a839aafc6clc01041040
0001041640000160410460000160410400001041040000104104000010410400001604104000010

3[R pkis, lﬂpkrs. 0 turns.

Entire conversation (44 kB) - Show data a: Raw Stream (18
Find: Find Mext

Filter Out This Stream Print f Close Help

15. Comparamos los primeros bytes de la imagen con los magic bytes de un PNG, en

este caso coinciden, por lo que ya podemos asumir que esto es un PNG.

Possible: [PNG file, si

of 89504E470D0A1A0A] Count: 1

[oooeeeEe] 82 50 4E 47 @D @A 1A OA @0 @0 @0 eD 49 48 44 52 S[HilEoooooooc IHDR
[ooGoeels] 02 00 00 20 €0 OO0 09 20 @1 00 @0 00 @8 5B @1 47 ........... .. [-G
[6boeBE32] 59 00 9O B0 @4 67 41 4D 41 @0 @1 86 A® 31 E8 96 Y....gAMA....1..
[6boeBRA8] SF 00 90 60 5B 49 44 41 54 78 9C 2D CC B1 @9 @3 _...[IDATX.-....
[e6ooeeEE4] 3@ OC 85 D1 EB D2 @4 B2 4A 20 8B 7A 34 6F 90 15 Hacsoooc J..zd0..
[6ooeee8@] 3C 82 C1 8D @A 61 45 ©7 51 F1 E@ 8A 2F AA EA D2 <....aB.Q... /...
[eoBBBEo6] A4 84 6C CE A9 25 53 86 E7 53 34 57 12 E2 11 B2 S I S 1
[e@@ee112] 21 BF 4B 26 3D 1B 42 73 25 25 S5E BB DA B2 SE 6F ! K&=.Bsk%"....0
[ee@e0128] 6A CA 38 69 2E 9D 29 61 6E ES 6F 38 65 F@ BF 1F j.9i..)an.ole...
[oe@eel144] 1@ 87 49 2F D@ 2F 14 (9 @0 @0 @0 09 49 45 4E 44 S I . IEND

[6ooeB16@] AE 42 60 82
-- Sector 1 -- Assuming 512 Bytes ---

16. Por ultimo, podemos ver la imagen usando CyberChef
(https://gchqg.github.io/CyberChef/), aplicando el “from Hex” y como sabemos
gue es una imagen, afladimos el “Render Image”, para finalmente poder

visualizar la imagen que contiene la flag.
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https://gchq.github.io/CyberChef/
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)

Last build: 10 days ago - Version 10

Recipe ~omB

From Hex ~Qmn

Delimiter
Mone

Render Image ~Qmn

nout farmat

Raw
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Input + 005208 =
ff43ad4ebd1bbdaea353fbf7cde3c272c3fbddc2caaefalfagc5e31674547 c491546a5e7 1708554 T aeacace4esbf7a2ddesc 8da21 2658ac35ba75
d1180cas903 6 1285747926hdE1372037d0E 593 de2aa80ee S0 f 5397075 1053 3ee1 055 2ad 3 7bIaBEDSFEdf dac] So8alaf 1520 Lreaadlldide
@ad37bcSbFTaafaz4asaTco2bifhesledbscefaf eETdsf fa2cabeanaa22odbaTcia3721 8553674 F4afeccFI4520ebEbIDEE01 10816847 2F 1087
cegeadbbbaz1ecfe1570e39a29200ce38064b9484 3Cde1dC2 3 FdFT27b1bi fas6eeace9230849abd6750e2039 T7b85169356d705 736702 FdadoL
8b4e933dbasdelbact755cfbleb2ga567f1fB34375falcebe2c2b@5 3202887 c f1e24abafach3b2193 ce3dfdesafasebobe f465T 3e32bsebed3ee
ca7bafbalfes2asbas25bbIas 707387 Ced53F 1 7cFEelcI2checdsbseTrest 1bfasT 52053 TefeatasdcTaEedTEdF EFFTd0 1 ca2ia2a2a5ec3437
Fr374 237012411 184002¢1 64 1 1841, 1240 22a143cd0F4cTec@azTEa5EThIDS
F266471562285712bd4f cd6f2b7esc5252f5abbT27 2659785 b5 bbSFab74f 71 c2defesa7o7se26ecaTdasdeRaseabacardscear e2a2727909555
53b16ef285953678d64177d9675125476d237480ebal50C710dC 15b45557 1041 388d598dbc 35227768284 1bl cdSeebr4e39a4a2 catafcfhlsads
Se20F25a25456da08a075231F 75 FBI45214daE 363181 2b5d. efsch 45735052003 5ab 2dIse5Eal
ag62c2fasbce9ezeabsaeadfabbeabea2se77bbaleee foacela36dae7 2de1bFaeedcene fe77e97429F 160282 bbdedsa1752127d7 3776258633
a2bsde1vedsesfrafagefaafrfd2sabsfasads2acs7aedlcfaraseacdabcaeszcsef7aclee7ebssa759c fa289besbdeashda6a9199cesdcfase
&Bf52508372b412b5567cbedb4aTcSec2aa72aacbd3f575b7 281 3eac Bf 77bbe373f d2300 22 c 7722117 2bbd286F 54 F19d3edd7b19 f f4afdc 1asla
eaf1249bdadc 266fafecb3sdazezadal 2cesa192cafcfabagsaaselelsr 2acsecdeeabs7cbebfaffl7eear3fe3cbelabaocd9cc acacbeacarass
eabessga2b2f7fased37dfabdc2adfecad39cs49a7de722305be 15979 fa7b718e8656400750be67668D0C 292208 FeC 7F6DA47b3859aF5be3T
Ffacbeacdazecoecs2abs34febazadeneTabef erdordfass126a o0 d2e97baa858F17045C 2089528480725 fheafadabasa5 cfeaesiaffads be
2ReRF729R2Ah3RAdr rar55a73dr 1 7FF 1 57hE a1 fafr o1 AR 1 ShafFd7oehae1 S5FER 7ehahacafirdshaazh

s = 2 Tr o pyres & CALF (detected)

Output #- anD®
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